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Application Security
• Modern Devsecops – Assessing and building secure applications 
• Modern Devsecops for managers
• Advanced DEVSECOPS
• IronClad Development: Building Secure Web & Web Service Applications
• Application for Security Managers
• Application Security for User Interface Developers & Designers
• Pragmatic Web Security
• Threat Modelling for Developer

Cloud Security

• Cloud Security Foundation (prep for CCSK and CCSP)
• AWS Security from zero to hero
• DEVSECOPS in the cloud
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The Instructors 
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Francesco Cipollone
Founder – NSC42 LTD

Cybersecurity & Cloud Expert. Public Speaker, researcher and Chair of Cloud security 
Alliance UK, Researcher and associate to ISC2.
I’ve been helping organizations define and implement cybersecurity strategies and protect 
their organizations against cybersecurity attacks

FC-LinkedIn E-Mail Website Articles NSC42 LinkedIn

Francesco works hard for the benefit of the 
wider infosec community. He also works hard at 
keeping his own technical skills sharp with both 
a breadth and depth of knowledge across an 
impressive array of technologies.

David Boda CISO UK National Lottery

Francesco is one of the best Security Architects 
I had the pleasure to work with.

Florin Daniel Preda Lead Architect New Signature 
UK
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Training Curriculum – DEVSECOPS - DEV -
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STEP 1

STEP 2

STEP 3

STEP 4

STEP 5Cloud Security

DEVSECOPS in Cloud

Basic DEVOPS

Threat Modelling For 
developers

Advanced Devsecops
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Training Curriculum – Cloud Security
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STEP 1

STEP 2

STEP 3
AWS

Cloud Specific Security 
Curriculum

CCSK – Basic Cloud 
Security

Advanced Cloud Security 

STEP 3 STEP 3
Azure GCP

STEP 4DEVSECOPS for Cloud

STEP 5Application Security (opt)
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STEP 1

STEP 2

STEP 3Cloud Security Foundation
For managers

Modern Devsecops
For Managers

Application Security for 
Managers
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Training Details – Iron Clad Development
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Training Details – Appsec For managers
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Training Details – User interface for dev and designers 
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Training Details – Pragmatic web security
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Training Details – DEVSECOPS for Managers 
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Building an application security is 
complex
Figuring out the difference between 
various roles and the complexity of the 
modern applications is getting more 
and more complex

This course helps building pragmatic 
APPSEC and DEVSECOPS 
transformation programmes with 
lesson learned and use cases

Participants are invited to share their 
ideas and challenges in the 
organization

The course aims to leave the 
participant with measurable outcomes, 
a step by step maturity matrix and a 
plan to execute

Core Security
• Strategy and pillars – 1h 
• Team and differences - 1h
• Vulnerabilities and numbers – 1h
• Vulnerability division and risk – 1h

APP/OP sec
• Risk Vulnerabilities in operations –

1h

• Standards – 1h
• OWASP top 10
• ASVS

KCI & Metrics
• Metrics to measure application 

security – 1h
• Metrics to measure operation 

security measure team 
performance -1 h

Francesco CipolloneInstructor:

1 DayCourse 
Length:

Basic/IntermediateSkill Level:
Not required. 
Whiteboard and 
workshop sessions

Laptop:
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Training Details – DEVSECOPS - Developers 
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Including security in the application is 
growing in complexity. 
Pentesting application does not deliver 
speed that the business requires. 
There is a whole stream of tooling that 
create more confusion than not in 
application development team. 
This training will help making sense of 
the tooling, understanding what are 
the common vulnerabilities and how to 
address. 

Participants are invited to share their 
ideas and challenges in the 
organization

Process – 3h
• Secure SDLC
• Tooling integration at which stage
• OWASP/Open source tools
• Static code analysis – when and 

where
• Dynamic application analysis –

when and where
• Library dependency check – when 

and where 

Open Security Standards – 5h
• OWASP Top Ten – 1h 
• OWASP ASVS - 1h
• NIST Cybersecurity Framework -1h
• GDPR/Shield – 1h
• Vulnerability division and risk – 1h

Francesco CipolloneInstructor:

1 DayCourse 
Length:

Basic/IntermediateSkill Level:
Not required. 
Whiteboard and 
workshop sessions

Laptop:
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Training Details – DEVSECOPS - Developers 
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People  – 3h
• Roles in DEVSECOPS 
• Team and tooling
• What is a security champion
• Risk management 
• Triage, False Positives, Context

Threat modelling (light Touch) -2h
• The basics - CIA
• Standards STRIDE and DREAD

APP/OP sec
• Risk Vulnerabilities in operations –

1h

KCI & Metrics
• Metrics to measure application 

security – 1h
• Metrics to measure operation 

security -1 h
• Metrics to measure team 

performance – 1h
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People  – 3h
• Roles in DEVSECOPS 
• Team and tooling
• What is a security champion
• Risk management 
• Triage, False Positives, Context

Threat modelling (light Touch) -2h
• The basics - CIA
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• Risk Vulnerabilities in operations –
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Get in touch:
https://uk.linkedin.com/in/fracipo

Francesco.cipollone (at) nsc42.co.uk

www.nsc42.co.uk

Thank you

WHEN YOU ARE CYBERSAFE WE ARE CYBERHAPPY

https://uk.linkedin.com/in/fracipo
http://www.nsc42.co.uk/



